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HIDA’s Work with ASPR
Year 1 Year 2 Year 3 Year 4 Year 5

First Pandemic 
Preparedness 
Summit

Shipping & 
Logistics Work 
Group 

Resiliency Work 
Group formed

The Traffic Protocol 
Partnership

Monitoring the 
Medical Product 
Supply Chain

Supply Chain 101 
Webinar Series to 
educate 
stakeholders

Last Mile Line Of 
Sight For Medical 
Countermeasures 
During A PHE 

Technology 
showcase for a 
proof-of-concept

Supply Chain 
Security 
Assessment 
White Paper

Feasibility 
Study

Future of 
Domestic 
Manufacturing 
White Paper

Collaboration 
for State and 
Local 
Stockpiling 
Efforts
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• Conducted July-August 2025

• HIDA’s Methodology Included:
1. Horizon Scan
2. Industry Interviews (7 companies)
3. Cybersecurity Roundtable (5 companies)
4. Market Survey (21 respondents)

HIDA Supply Chain Security Assessment Project
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1. Building relationships with suppliers is the best way to assess 
and mitigate risk across the supply chain

2. Companies use structured security risk assessments, supported 
by a risk assessment questionnaire

3. Supplier audits, including on-site visits, are widely used 

4. Contractual mechanisms to mitigate risk are common

Key Take-Aways
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How does your company conduct supplier risk assessments?

Manufacturers N =4      Distiributors = 3  Both Manufacturers and Distributors =8
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Does your company use a supplier risk assessment questionnaire?

Yes , 80.0%

No, 7.0%

Unsure, 13.0%

Yes No Unsure
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Topics Covered By Supplier Risk Assessment Questionnaire 

66.7%

66.7%

66.7%

66.7%

100.0%

66.7%

100.0%

100.0%

40.0%

80.0%

80.0%

80.0%

80.0%

80.0%

80.0%

66.7%

0.0%

33.3%

33.3%

0.0%

33.3%

66.7%

0.0% 20.0% 40.0% 60.0% 80.0% 100.0% 120.0%

Adaptability to account for demand fluctuations

Adherence to industry environmental, social, and government (ESG) norms

Alternative approved sources for critical components and raw materials

Geopolitical risk (Stability of the region where the supplier is located)

Redundant manufacturing capabilities for critical components

*Supplier's ability to source alternative raw components quickly

Supplier's financial standing (credit score, key financial metrics, etc)

Supplier's history of on-time delivery
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What percentage of your (domestic, non-domestic) supplier audits are 
conducted on-site at the supplier’s facility?

Manufacturers N =4      Distiributors = 3  Both Manufacturers and Distributors =8
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Topics Covered Within Distribution Agreements 

92.0% 91.2%

66.7%

50.0%

0.0%

10.0%

20.0%

30.0%

40.0%

50.0%

60.0%

70.0%

80.0%

90.0%

100.0%

Intellectual property protections Code of coduct (e.g., manufacturers compliance with
good business practices)

Assurances that products will be delivered without
tampering or grey market involvement

Data privacy protections (e.g., HIPAA compliance, GDPR)
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Questions?
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